One storage check a week, for a year

A calendar file with one storage, backup or recovery check each Monday for 52 weeks, each one doable in 15 minutes or
less with what your team already runs.

A calendar file with one storage, backup or recovery check each Monday for 52 weeks, each one doable in 15 minutes or less
with what your team already runs.

Work the checks in order. Each one takes 15 minutes or less of hands-on time; where a restore runs longer, start it, then come
back to read the result. Week 1 sets up one notes file; every later week adds a few lines to it, so keep it where your team can
find it.

The 52 checks

Know what you have and who owns it

Week 1 List your five biggest places data lives

Open a new notes file or spreadsheet and name it "Storage list". Put it where your team can find it, because every later week
adds to it. Make three columns: system, where it sits, what it holds. Fill one row each for the five systems that hold the most
company data (an array, a file server, a NAS, a cloud storage account), a few words per cell. Skip desktops and partner-hosted
apps for now. Stop at 10 minutes. Five rows is a full week 1; add the rest a few at a time in later weeks.

Why: Every later check starts from this list. It is also the first thing an auditor or a new IT leader asks for, and five rows you can
show beats a long list that never got finished.

Week 2 Name an owner for each system

Next to each system on your list, write one person who answers for it and one backup person. Where nobody comes to mind,
write none and leave it there.

Why: A system with no named owner is the one that misses patches and tests. Who owns this is a plain question an executive
can ask in any meeting.

Week 3 Match each system to its backup

For each system on the list, write which backup job covers it, or none found. Read it from the backup console, not
from memory.

Why: Systems added since the backup plan was written are easy to miss. This shows what is covered as of today.

Week 4 Restore one file
Pick one file from last week's backup and restore it to a test folder, never over the original. Time it from the moment you start to
the moment the file opens. Write down the time and any step that needed a password or a person you had to find.

Why: IBM's disaster recovery guide puts it plainly: an untested disaster recovery plan cannot be relied upon. The time you write
down is a measured number to set beside the time people assume.

Week 5 Find the written steps

Look for the written steps for running storage and backup day to day: where they live, when they were last edited and who
wrote them. If they live only in one person's head, note that.

Why: Written steps let someone else cover a sick day or a departure. Auditors ask for them by name.

Week 6 Before the holiday change freeze

List the changes planned before the year-end change freeze: firmware, patches, moves. For each one, write the way back if it
goes wrong, and check a fresh backup of the affected systems is scheduled before the change.

Why: Changes squeezed in before a freeze often land when the team is thin. A written way back keeps a bad change small.

Week 7 Check that alerts reach a person

Find where storage and backup alerts are sent. Check that the address or channel still reaches someone who reads it, and send
a test alert if the system offers one.

Why: An alert sent to an unwatched mailbox, or to someone who left, reaches nobody. A failed job then stays hidden until
someone needs a restore.
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\Week 8 Holiday cover

Write down who covers storage and backup over the holidays and how to reach them. Have that person sign in to the backup
console today to prove their access works.

Why: The person covering is often not the person who built it. A missing sign-in found today takes minutes to fix; found during
an outage, it adds delay at the worst time.

Week 9 Quarter end: the backup history

Read the backup job history for the quarter. Count the failed and skipped jobs, and note any job that has shown a warning for
weeks with nobody acting on it.

Why: A quarter of history shows patterns a daily glance misses. It also gives the executive one plain line for the quarter: what
ran and what did not.

Week 10 New year: who has admin rights
List every account with admin rights on storage and backup systems. Mark any that belong to people who left or changed roles,
and any login that several people share.

Why: Admin rights pile up over a year. CISA's ransomware guide notes that attackers hunt for stored credentials to reach
backup systems, and advises separate admin accounts.

Week 11 Restore one whole system

Start a restore of one small virtual machine or server to an isolated test spot. Note every step you did by hand after it came
back. The 15 minutes is your hands-on time; let the copy run and check on it later.

Why: A single file proves little about a full system. The hand steps you note are what make a real recovery slower than the
plan says.

Week 12 Agree the recovery order

Write the three systems the business needs back first, in order, and what each one depends on, such as sign-in, network or a
database. Ask one person outside IT whether they agree with the order.

Why: IBM's disaster recovery guide says mapping dependencies shows engineers the necessary recovery order. An order
agreed now saves an argument in the middle of an outage.

Week 13 Expected time against measured time

Ask two business owners how long they think their main system would take to come back. Write their answers next to the times
from your week 4 and week 11 restores.

Why: The gap between what people expect and what you measured is the most useful line you can take upward. It turns a
vague worry into one plain conversation.

Make sure the way back works

Week 14 The copy kept apart

Check whether at least one backup copy sits where your everyday admin accounts cannot change or delete it: offline media, a
locked copy that cannot be changed until a set date, or a separate account. Write down which one, and who can reach it. On
IBM FlashSystem this is called Safeguarded Copy; other makers use their own names.

Why: CISA's ransomware guide advises offline, encrypted backups that are tested regularly. A copy that the same login can
delete is exposed to the same mistake or attack as the original.

Week 15 Where the backup keys live

Find where the backup encryption keys or passwords are stored. Check that two people can get to them, and that they are not
kept only inside a system the same backup tool protects.

Why: An encrypted backup without its key cannot be restored. It takes minutes to check and is easy to skip.

Week 16 How long backups are kept
Look at how long each backup set is kept. Set that beside any rule your organization follows, such as legal holds, industry rules
or your own policy, and note the gaps.

Why: Retention settings chosen years ago may no longer match what the business or the auditors expect. A gap found by your
team is easier to close than one found in an audit.

Week 17 Restore from the copy kept apart

Restore one file from the copy you named in week 14, not from the everyday backup. Time it, and note every person and
password the restore needed.

Why: This is the copy you would lean on after a security incident. Knowing its steps now means nobody learns them
under pressure.



Week 18 Capacity: today’s starting point
Write today's used and total capacity for each main array and each backup target, with the date. If you have a figure from a few
months ago, put it alongside; if not, this becomes your starting point.

Why: A full array or backup target stops jobs. A simple trend gives months of notice, which is the time an executive needs
to plan.

Week 19 Snapshot schedules

List the snapshot schedules on your arrays: how often they run, how many are kept and which volumes are left out. Check that
at least one recent snapshot exists for each important volume.

Why: Snapshots are often the fastest way back from a mistake. A volume left out of the schedule goes unnoticed until someone
needs it.

\Week 20 Support status of each system
Write down the firmware or software level on each array, storage switch and backup server, and whether its maker still supports
it. The maker's support site lists end of support dates.

Why: A system past end of support stops getting fixes. That date is a plain fact an executive can plan around.

Week 21 Who can delete backups

In the backup tool, check which accounts can delete backups or shorten how long they are kept. Note whether a delete needs a
second person or a waiting period.

Why: CISA's ransomware guide notes that attackers try to find and delete or encrypt any backups they can reach. Fewer
accounts with delete rights is a small change with a large effect.

Week 22 Quarter end: the one-page summary

Write a short summary of the year so far: systems listed, owners named, restores tested with their times, failed jobs and one
open problem. Keep it to one page.

Why: One page is what an executive will read and repeat. Updated each quarter, it shows progress without a meeting.

Week 28 Emergency admin access

Check there is an emergency admin login for storage and backup that does not depend on your normal sign-in system. Confirm
its password is sealed somewhere safe and that two people know where.

Why: When the normal sign-in system is down, the tools to fix it can be locked too. Microsoft, which sells the Entra ID sign-in
service, advises emergency access accounts for exactly this case.

\Week 24 Restore to different hardware

Restore one file or small system to different hardware or a different location from where it came. Note any driver, network or
license step that got in the way.

Why: In a real recovery the original hardware may be gone or busy. Steps that only work on the original box show up here, while
there is time to fix them.

Week 25 Single points in the storage network

Sketch the path from your main servers to their storage: switches, links and adapters. Circle any single switch or link that
everything passes through.

Why: One shared link can take several systems down at once. It is quick to spot on paper and slow to find during an outage.

Week 26 Features you already own

List the features your storage and backup tools already have that are switched off or unused, such as snapshots, replication,
reports, locked copies or alerts. Pick one to look into next quarter.

Why: A feature already licensed is the quickest improvement to make. The list also shows the executive what the current setup
can do.

See how it runs day to day

Week 27 A normal day’s performance reading

At a busy hour, note the response time and throughput of your main array from its own dashboard. Save a screenshot with the
date and time.

Why: Without a normal reading, it feels slow cannot be checked. A dated reading turns a complaint into a measurement.



Week 28 How long new storage takes

Take the last request for new storage and time it from the ask to the moment it was ready to use. Note each hand-off and
each wait.

Why: Slow provisioning shows up as delays in other teams' projects. A measured time is easier to discuss than a feeling.

Week 29 Data nobody opens

Find the largest folders or shares nobody has opened in a long time. List the top few and ask each owner whether it is
still needed.

Why: Old data still gets backed up and copied every night. Owners deciding is better than IT guessing.

Week 30 Restore a database and read it
Restore one database backup to a test server and run one simple query to confirm the data is there and readable. Time it.
Why: A database can restore without errors and still not open. One query shows the data came back, not only the files.

Week 31 Data held in cloud services
List the company data held in cloud services: file shares, business apps and cloud storage. For each one, write who backs it up,
if anyone, and read the service's own terms on what it keeps and for how long.

Why: Cloud data is easy to leave off the list because it sits outside the server room. Who backs this up is a question an
executive can ask of any service.

Week 32 Before summer leave

Check that someone besides the main admin has run a restore at least once. If nobody has, pair them up for the next
restore test.

Why: A restore only one person can run is a risk the business may not know it carries. Holiday season is when it shows.

Week 33 Where the logs go

Check how long storage and backup logs are kept, and whether a copy lands somewhere an admin on that system
cannot delete.

Why: Logs are how you find out what happened after an incident. An auditor will ask how long you keep them.

Week 34 What happens to old drives

Find out what happens to old drives and tapes when they leave service: who wipes them, how, and where the record is kept.
NIST publishes a public guide on media sanitization you can work from.

Why: A written record of how media was wiped is what an auditor asks to see. It also answers the executive's question of where
old data ends up.

Week 35 Quarter end: update the summary

Update the one-page summary from week 22: what changed, which restores you tested and their times, and the one open
problem. Strike out anything that is now fixed.

Why: Two summaries side by side show direction, not only status. That is the line an executive repeats upward.

\Week 36 Read one offline copy

If you keep tape or removable media, take one cartridge or drive from storage and check that it reads and that its label matches
the catalog. With no offline media, read one file from the copy you named in week 14 instead.

Why: Offline media sits untouched for months. Reading one shows the drive, the media and the catalog still work together.

Week 37 Bring back a whole application

Restore one complete application, with all its parts, to a test area and ask one user to confirm it works. Count only your hands-
on time; let the copy run.

Why: A system is only back when a user says it works. This test measures that, not only the copy time.

Week 38 What nobody monitors

List which storage and backup systems send health data to a monitoring tool and which do not. Mark the ones where a failing
disk or a full volume would go unseen.

Why: A system nobody watches fails quietly. Knowing which ones are unwatched is the first step to fewer of them.



Week 39 Where tools do not connect

Note where storage, backup and security tools do not share information: separate consoles, separate alerts, separate accounts.
Pick the one gap that costs your team the most time.

Why: Each separate console is another place to look during an incident. Naming the gaps is how a team decides which to
close first.

Keep it current and close the year

\Week 40 Support contacts that work offline

Check that the phone lines and support contract details for your storage and backup makers are current. Keep a copy where
you can reach it if email and file shares are down.

Why: Opening a support case quickly depends on having those details at hand. CISA's ransomware guide advises keeping key
documents in hard copy and offline.

Week 41 Power and clean shutdown

Check the battery status and last self-test of the UPS units behind your storage. Find out what the storage does when the power
runs low, and whether it shuts down cleanly.

Why: An unclean power loss can damage data that backups then copy. A known shutdown path is a quick thing to confirm.

Week 42 Repeat the first restore
Run the same restore you ran in week 4, using the same kind of file. Time it and set it beside the week 4 time.
Why: Data grows and setups change. A repeat test shows whether recovery is getting faster or slower.

Week 43 The first calls in an incident

Write the first five calls the team makes if storage or backups are hit: staff, leadership, insurer and outside help. Check that each
number still works.

Why: CISA's ransomware guide advises a regularly exercised incident response plan with a communications plan. A short call
list is the part people reach for first.

Week 44 When things were last patched

Check when your storage, backup servers and storage switches were last patched, and whether the patch steps, including the
way back, are written down.

Why: NIST's patch management guide treats patching as routine preventive maintenance and notes a patch may need to be
reversed or restored from backup. Written steps make the next one routine.

Week 45 How far behind the second copy runs

If you copy data to a second site or to the cloud, check when the last copy finished and how far behind it runs. Read the time of
the last good copy, not the setting that says it is turned on.

Why: Replication that lags or has stopped can still show as enabled. The lag is the data you would lose.

Week 46 A new person runs a restore
Ask the newest person on the team to restore one file using only the written steps. Note where they got stuck and fix the steps.
Why: Steps that only work for their author are not yet written steps. This tests the procedure, not the person.

Week 47 Systems with no owner or use

From your week 1 and week 2 lists, find systems or volumes with no owner or no recent use. List them for a decision; delete
nothing this week.

Why: Unused systems still need patching, backup and licenses. A decision list keeps the cleanup safe.

Week 48 Quarter end: capacity and summary

Write today's used capacity next to the week 18 figures, then update the one-page summary. Note anything that will fill up
before this time next year.

Why: Growth seen early gives the business time to plan. It turns a full array from a surprise into a scheduled task.

Week 49 Gather the year’s evidence
Put this year's notes in one folder: restore times, access reviews, summaries and lists. Date each item.
Why: Audit questions get easier when the answers already sit in one place. It also shows the year's work at a glance.



Week 50 Recovery steps that work offline

Print the recovery steps for your top system, or save them somewhere that does not depend on your network. Check they can
be read with the file shares down.

Why: Steps kept only on the file server go down with it. CISA's ransomware guide advises keeping a hard copy and an offline
version of the response plan.

Week 51 Pick next year’s three fixes
Read back through every check you marked none or gap this year. Pick the three to fix first and name an owner for each.
Why: Three fixes, each with an owner, turn a year of checks into a plan. It is also the clearest thing to take to the executive.

Week 52 Update the list and start again
Repeat week 1: update the list of every place data lives. Set it beside last year's list and note what changed.
Why: The list is only as good as its last update. Next year's checks start from this version.

What this does not prove

A finished check shows what your team looked at and when. It does not prove your systems would come back in a real incident,
at full size and under pressure, and it does not find problems nobody thought to look for.

Words used here

locked copy
a backup copy that cannot be changed or deleted until a set date, sometimes called immutable

shapshot
a point-in-time copy an array keeps of a volume

UPS
the battery unit that keeps equipment running through a short power cut
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