Write down every account that can delete your backups

About 15 minutes, from the screens you already have

Who can make a backup and who can delete one are two different lists, and the second is the one to write down. Nothing here
needs a new tool.

Yes 2 Written down, with a date (a log, a screen, a document), and it meets your own plan.

Partly 1 Remembered, but not written down, or the record shows you missed your plan.

No 0 Nobody knows, or it was never done. A blank is a finding.

"None, checked on a date" counts as a record. No plan or target written down? Write your guess first, then measure: the
guess is your plan.

Five questions about your own setup

1 Everyaccount that can delete a copy

Your answer, and where it is written down (with the date) For every place a backup copy lives (the backup software, the
storage array's snapshots, a cloud storage bucket, the tape library), have you listed every account that can delete a copy or
shorten how long it is kept? (A snapshot is a point-in-time copy.)

No O Partly 1 Yes 2 Score 0, Tor 2 This quarter Next quarter

How to raise it

Where to find it:

The user or role screen of each place. Look for delete, expire and retention rights, not only the admin label.
Togetittoa 2:

A dated list, one line per account per place, read from those screens and not from memory.

What this does not prove:
A list of roles does not prove who holds the password today.

2  Anyeveryday login on that list

Your answer, and where it is written down (with the date) Is any account on that list an everyday login, the same one someone
uses for email? (Check the names against the company directory, the central list of staff accounts.)

No O Partly 1 Yes 2 Score 0,1or2  This quarter Next quarter

How to raise it

Where to find it:

Compare each name on your row 1 list with the company directory. A console that signs in through the directory counts.

To getittoa 2:
None, checked on a date. If one is on the list, it is written down with a date to move it off, and the goal of none is your plan.

3 How each one signsin

Your answer, and where it is written down (with the date) For each account on the list, do you know what it takes to sign in: a
password only, a code, or a hardware security key?

No O Partly 1 Yes 2 Score 0,1or2  This quarter Next quarter

How to raise it
Where to find it:
The sign-in settings in each console, or the person who set it up.

To getittoa 2:
Every account on the list written down with how it signs in and the date you checked.
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4  The second role, named

Your answer, and where it is written down (with the date) If your storage splits deleting across two roles, have you written
down who holds the second role too?

No O Partly 1 Yes 2 Score 0,1or2  This quarter Next quarter

How to raise it

Where to find it:

The array's role list. On some arrays a separate security role can remove a protected copy; on others there is no split.
To getittoa 2:

Named people, written down with the date. No split on your storage? Write that down with the date.

What this does not prove:
Two roles do not make a copy nobody can delete.

5 The count, today

Your answer, and where it is written down (with the date) Can you say how many accounts can delete your backup copies
today, and whether any of them is the one you use for email?

No O Partly 1 Yes 2 Score 0,1or2  This quarter Next quarter
How to raise it

Where to find it:
Rows 1and 2, added up into one sentence in your own notes.
To getittoa 2:

The count and the answer written down and dated, and read again inside the interval your team sets. No interval written
down? Write your guess (once a quarter, once a year) and score against it.

Your total, out of 10 C]

9-10 Known Score the same page again next quarter.
5-8 Partly known Fix your lowest row this week.
0-4 Assumed Do row 1this week.

Two rules beat the total: if row 1 scores below 2, the result is Assumed. Any row that missed your plan or guess is your
next step.

How many accounts can delete your backup copies today, and is any of them the one you use
for email?

What this does not prove

A tidy list shows who can delete today. It does not show those accounts are safe from being taken over, or that access will not
change next month.
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